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Cloud computing - a review on benefits, challenges and applications
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ABSTRACT

In this paper the applications, benefits and challenges of cloud computing are reviewed. Firstly
in 1960s the main concept of cloud computing was given by Professor John McCarthy from Stanford
University. He stated that computation and computer’s applications will become public utilities.
Nowadays, the users can use resources and applications with cloud through Internet. Cloud comput-
ing has many superior aspects such as costs, elasticity, resource pooling, self-service information
technology infrastructure, service can be measured. Nevertheless there are still some barriers that
prevent the development of cloud computing such as availability of service, data lock in, data transfer
bottlenecks, reputation fate sharing, software licenses and security. The top security threats of clouds

are also mentioned in this paper.
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INTRODUCTION

In 1961 Professor John McCarthy affirmed
that computation and computer’s applications will
become public utilities; this is an abstraction of
cloud computing [1, 2]. Cloud computing is a new
trend of Information technology, which arose in
2007 [3]. According to [1], cloud computing can
‘... moves computing and data away from desktop
and portable PCs into large data centers’. Many
computer services can be supplied only with a
web browser [4]. And with cloud computing, °...
machines in larger data centers can be dynami-

cally provisioned, configured, and reconfigured
to deliver services in a scalable manner for needs
ranging from scientific research to video shar-
ing to email’ based on [5]. With deployment of
cloud, many aspects of human being are greatly
improved, for example clouds are important fac-
tor to enhance development of health care [6 - §].
Personal health records and health related services
can be easily used by patients, doctors and hos-
pitals at any location, this trend also can help to
reduce the initial cost for IT infrastructure [6 - 8].

Cloud computing also supports the develop-
ment of many technologies such as mobile com-
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puting, IOT. Nowadays, smartphone becomes
very popular, many smartphone’s applications
become important part of the modern life. However
smartphone has limited memory, limited battery
life, low processing power... and can reduce the ef-
fectiveness of the mobile applications. Cloud com-
puting with support of technology solution, named
computer offloading, can migrate data processing,
data storage... from mobile devices to powerful
servers of cloud, and as a result can improve bat-
tery life and also can build excellent mobile cloud
computing’s applications [9 - 11]. According to
Othman and his colleagues, there are some types of
mobile cloud computing application models: per-
formance based application models which improve
the performance using cloud resources, the energy
based application models which increase battery
life of mobile devices using cloud resources, the
constrain based application models, which contain
application, can still run in limited resource envi-
ronment, and the last are multi-object application
models which support more than one of three above
conditions [10]. The virtualized processing power
and unlimited resources of cloud are also can build
great solution for [oT [12].

In this report, the benefit and barriers of cloud
computing will be mentioned. Firstly this report
will show the introductions which include defini-
tions, three service models, deployment models,
and the applications of cloud computing. Second-
ly advantages of cloud computing will be listed:
costs, elasticity, resource pooling, self-service
information technology infrastructure, service can
be measured. But there are still many challenges
with cloud computing: availability of service, data
lock-in, data transfer bottlenecks, reputation fate
sharing, software license and security.

W. Kim et al. [4] indicate that the definition
of the cloud contains two parts. The first part is
accessing the resources through Internet and the
resources which are managed distantly and dy-
namically allocated and reallocated according to
needs of the users’, the second part is paying for
the actual use of the computing resources. The
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National Institute of Standards and Technology
(NIST), Information Technology Laboratory in
United States of American [13] provided a more
comprehensive definition: “cloud computing is a
pay-per-use model for enabling available, conveni-
ent, on-demand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction”.

Nowadays “cloud computing is already being
used by ten millions of people in various mani-
festations, including free e-mail services such
as Yahoo Mail, Hot Mail, Gmail, etc.; and free
office productivity applications, such as Google
Apps...”[4]. Three are the service models of
cloud computing:

First one is SaaS which means software as
a service. With SaaS, instead of storing and
working with computer applications in their
own laptop or PC, the users can access and work
with these applications through Internet. These
cloud products are Yahoo mail, Google Apps,
Salesforce.com, WebEx, Microsoft office live
[14 - 15]. Salesforce.com was created in 1999 by
Marc Benioff, who is also one of the first people
thinking about supply enterprise applications to
customers through simple web browser [2].

Second one is PaaS which means platform as
a service and it is the platform to develop new ap-
plications in the cloud. With PaaS “... developer
can design, build, and test applications that run on
cloud provider’s infrastructure and then deliver
those applications to end users from provider’s
servers” [15]. The early market leaders are Goog-
le’s Apps engine, Microsoft’s Azure, Amazon Web
services, Force.com, Coghead [14 - 15].

Third one is IaaS which stands for infrastruc-
ture as a service. laaS will supply computing,
storage, network services and other resources to
customers. Miller and Veiga [15] state that “those
who buy and use [aaS are predominantly the I'T/
system administrator types charged with obtain-
ing general processing, storage, database man-
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agement, and other course IT resources and ap-
plications”. Main vendors of laaS are Amazon’s
EC2, GoGrid’s Cloud Servers, Joyent [14 - 15].

Cloud computing has some deployment mod-
els and these models will be applied according to
the purposes of the users:

A private cloud is used by only one company
and administered by this company or a third-party
company [13, 16 - 17]. This model has some ad-
vantages, the private cloud can increase the level
of security of data privacy and trust [16] and the
cost of transfer data “... from local IT infrastruc-
ture to a Public Cloud is rather considerable [16].

A community cloud is used by more than one
company and the cloud can be administrated by
an arbiter company or one company in the group
above [13], [16 - 17].

In public model, cloud will be used by com-
munal users, cloud provider owns entirely a
public cloud and makes policies to use the cloud,
spend money to keep public cloud working,
provide services to users and gain back money
[13,16-17].

A hybrid cloud contains more than two clouds
with all type above [13, 16 - 17]. With an hybrid
cloud, the corporations still can run non impor-
tant applications in public cloud and important
applications and save data in private cloud [17].

Methods

In this part, both practical and academic view
of applications of cloud computing, benefits and
challenges are given.

Applications of cloud computing

Cloud computing assists cloud providers to
become “... the world primary computers* [5]
and it is useful not only with individual users,
companies but also with governments. Individual
users mostly use cloud computing for storing
e-mails, other documents and using computer’s
applications [5]. Besides, Hand’s study in 2007
[5] found that “cloud providers already offer a
variety of services to individuals, companies, and

government agencies, with users employing cloud
computing for storing and sharing information,
database management and mining, and deploy
Web services that can range from processing
vast datasets for complicated scientific problems
to using clouds to manage and provide access to
medical reports”. Corporations ‘...can use the vast
computing power available to add new dimension
to their current IT infrastructure’ as reported on
page 246 of [5]. More and more corporations want
to implement cloud in large scale [18, 19]. The
biggest information technology corporation in the
whole world (Microsoft) and Japanese biggest in-
formation technology services provider (Fujitsu)
‘...have agreed on a partnership in global cloud
computing, where data and programmes are stored
on servers that are accessed online rather than on
users’ computers’ as stated in paragraph 1 of [18].
Fujitsu also starts to use Window Azure in all of
their centers from 2010 [18]. Cloud computing
can also be used by governments. Chief Tech-
nology Officer Vivek Kundra of United States of
America states that cloud computing will change
way government work [5]. Government of United
States of America begun to use cloud computing
in 2009 e-government portal USA.gov and this
Spanish version GobiernoUSA.gov used cloud
computing technology [5].

Benefits of cloud computing

Cloud computing has many fascinating
aspects. Some main superiorities of cloud com-
puting that are always be mentioned in research
articles are listed below.

Costs

With the traditional way to develop an appli-
cation service, a huge amount of money (which is
called capital expense) will be ordered to invest
on building infrastructure for maximum service
demand before operating [14]. However, with
cloud computing this problem will be solved
“...by allowing expenses to track closely with
resource use, thus following income rather than
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having to purchase for peak capacity before income
is realized” [14]. This will move capital expense
(CapEx) to operational expense (OpEx) and normal-
ly, operational expense like cost for employing new
service is much lower than capital expense [14, 20].

When using cloud computing, you will spend
money just for what you use [13]. Pay as you go
is the model of cloud computing, users only need
to pay money rely on the time they use services,
capacity of storage or other measurable means in
cloud [13]. This will reduce money that users have
to spend to use services.

Elasticity

With cloud computing, resources will be very
elastic [13, 16 - 17, 21 - 22]. Durkee [21] de-
scribes that “computing is provided in the amount
required and disposed of when no longer needed”.
Resources of cloud computing can be easily ...
scaled up and down rapidly and elastically” [22].
Because of this advantage, users do not need to
worry about up-front commitments or contracts,
they can scale up when they want and they can
release when they want to scale down [16]. Cloud
computing can “....allow matching resources to
workload much more closely” [20]. For example,
a service desires five hundred servers at noon but
it only craves one hundred servers at midnight
[20]. With conventional way of using resource,
provider of this service must always supply for
the highest demand with five hundred servers and
will discharge 500 * 24 = 12,000 server-hours
[20]. But when using cloud computing, the pro-
vider only provisions for average of usage which
is three hundred servers [20]. And cost will be
300 * 24 = 7,200 server-hours and it is only 60
% compare to the first option [20]. Moreover in
real world, this example still cannot present all
advantages of elasticity, because sometimes ser-
vice does not require as much resources as usual,
some example such as electronic commerce in
December or sharing photo website after holidays
[20], and during this duration of time providers of
these services even can save more money.
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Resource pooling

Resource pooling is another advantage of
cloud computing because “the cloud provider’s
infrastructure is shared across some number of
end customers, providing economies of scale at
computing and service layers” [21]. Resources
(CPU, database...) from cloud provider will be
pooled with homogeneous structure to supply for
multiply users [16, 22]. With this strategy, users
do not know locations, formation, originalities
of the resources, they even cannot answer when
someone ask them where cloud provider store
their database [16].

Self-service infrastructure

Self-service information technology infra-
structure is a very fascinating feature of cloud [ 14,
16, 22]. Users can demand and manage services
without human interaction with service provider.
Before existing of cloud computing, non-informa-
tion technology companies which want to develop
an application must contact directly and have
some face-to-face meeting with other informa-
tion technology companies to outsource. People
who want to use some resources need to contact
directly with the owner of resources [16]. But
with cloud computing, they can use web portal,
management interface instead of human interac-
tion to contact with the information technology
companies or owner of resources [22].

Service can be measured

Another good attribute is that the service can be
measured [16, 22]. Although resources are shared
between many users, the usage of resources of each
user can be measured [16]. Resources are always
“...constantly metered, supporting optimization
of resource usage, usage reporting to the customer
and pay-as-you-go business models” [22].

Challenges of cloud computing

Despite that cloud has many attractive attrib-
utes for cloud developers and consumers, there are
still many challenges that can prevent customers
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and organizations from using cloud computing.

Availability of service

The first problem with cloud computing is
availability of service. With giant cloud provid-
ers “... maintaining 24/7 up time is crucial to
their business...” [5]. If outages happen, these
will damage customer’s works but there are still
quite many outages occur. Amazon Simple Stor-
age Service (S3) has outage for 2 hour on 15 of
February 2008 due to overload of authentication
service and another outage for 6 - 8 hours on 20
July 2008 due to single bit error [20]. Window
Azure had problem for 22 hours in March 2009
[5]. In 2008, AppEngine’s partial outage lasted
for 5 hours on 17 June and site of Gmail was
unavailable for 1.5 hours in 11 August [20].

Many reasons can cause outages of cloud
computing. First reason is natural disasters [5]. In
20009, a lightning striked one Amazon data center
and made a 4-hour outage of Amazon’s cloud
service [5]. Second cause is over-capacity of the
cloud [5]. Third reason is a non-technical reason;
for example, conflictions of different countries’
law can make the outages of cloud computing
[20]. Different governments have different regu-
lations and cloud providers will have problems
with their services in some countries.

Using many cloud providers is one solu-
tion to deal with outages of cloud services [20].
Armbrust et al. [20] indicated that “even if the
company has multiple data centers in differ-
ent geographic regions using different network
providers, it may have common software infra-
structure and accounting system, or the company
may be even go out of business” and these are
reasons that cloud services that be provided by
one company have more chance to have outages.
The unavailability of services can make users and
companies to lose a lot of money, so that they
should use cloud computing in more prudent
ways. They should not “... entrust absolutely
mission-critical applications and data to the cloud
service providers; and they should use cloud

services for non-mission-critical applications
and data” [4]. They also should back up their
applications and data [4]. Last but not least, they
should have a service-level agreement with cloud
providers [4, 20]. With this cloud providers will
“... offer specialized hardware and software tech-
niques in order to deliver higher reliability...”
[20]. When users have this agreement, they will
be compensated when outages happen [4].

Data lock-in

An application programming interface (API)
is a collection of functions operated by a program
and it helps this program to share content and data
to other software. The APIs of cloud computing are
proprietary and there is no standard for cloud APIs
[13,20]. It is the reason why data and programs can-
not be moved easily from one cloud to another. As
a result, many companies do not want to use cloud.
This challenge makes customers pay more for sole
cloud provider and what happen if this exclusive
cloud provider goes out of business or have some
problems [20]. For example, Linkup was an online
storage service which cooperated with Nirvanix,
another online storage service, to save customers’
information [20]. Nirvanix was sole service provider
of Linkup, and when Nirvanix lost data of Linkup’s
customers, 20,000 users of Linkup found another
online storage service and it makes Linkup to go
out of business in 8 August, 2008 [20].

One solution for data lock-in was given, cloud
providers should use a standard for all APIs and
if a cloud provider cannot provide its services,
then data and programs from this provider’s site
can be transferred to another site [20].

Data transfer bottlenecks

Data transfer bottlenecks are another difficulty
[20, 23]. Data and applications will be divided
and stored at different locations and “... this may
complicate data placement and transport” [20].
The cost of moving data is around $100 to $150
per terabyte and it will increase the total costs [20],
time consuming is another issue too. One strategy
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to solve this difficulty is shipping disks or even ship
whole computers [20, 23]. This strategy is not for all
circumstances but it will be useful when we need to
transfer a larger amount of data [20]. For example,
according to an estimation of Armbrust and other au-
thors, transferring ten terabyte from the University
of California, Berkeley, to Amazon’s headquarters
in Seattle with 20 Mbits/sec of bandwidth will cost
more than 45 days [20]. Meanwhile if the transfer-
disks solution is used, it only cost one day [20].

Reputation fate sharing

There are two aspects in the reputation fate
sharing. Firstly, customers who use same cloud will
share ‘reputation’ on this cloud. If one of them does
some bad thing on the cloud, he or she will decline
the reputation of other people [20]. For example ...
blacklisting of EC2 IP addresses by spam preven-
tion services may limit which applications can be
effectively hosted [20]. The second aspect is seri-
ous: customers who use the same cloud will share
‘reputation’ and what happen if one company does
something illegal [20]? Is there any liable respon-
sibility with other companies which share the same
cloud? This problem happen once in March 2009,
“... the FBI raided a Dallas data center because a
company whose services were hosted there was be-
ing investigated for possible criminal activity, but a
number of “innocent bystander” companies hosted
in the same facility suffered days of unexpected
downtime, and some went out of business” [20].

Software license

Customers use many applications with licens-
es on laptops and personal computers. However
many providers have open source applications on
their cloud because the license software is not suit-
able for cloud [20]. It is inconvenient with custom-
ers because they are familiar with license software
of commercial software company and now they
have to use other kinds of software. Commercial
software companies can change “... their licens-
ing structure to better fit cloud computing” [20].
To adapt with cloud computing, commercial soft-
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ware companies made their product’s version for
cloud change to pay-as-you-go strategy for their
products. Some big corporations start to apply
this approach, Microsoft and Amazon now have
version of software for cloud computing with
Window Server and Window SQL Server on EC2
and customers have to pay $0.15 per hour [20].

Security in the cloud

The most dangerous barriers of cloud comput-
ing is security. There are many affairs of security.
The most common security issue of cloud is physi-
cal security [2, 24, 25]. Resources are shared be-
tween many companies and you do not know where
your resources are and you also cannot control
resources [2, 24]. When consumers send their data
online, it will create chances for other companies,
other users take control of their data [2].

According to a research of Cloud Security
Alliance (CSA) in 2013 top 9 threats of cloud
security are data breaches, data loss, account
hijacking, insecure APIs, denial of service, ma-
licious insiders, abuse of cloud services, insuf-
ficient due diligence, shared technology issues
[26 - 29]. Data breaches happen when malicious
people or unauthorized people can access to pri-
vate, sensitivity or confidential data of cloud’s
users, data loss happen because of malicious
attack, accidental deletion of cloud providers or
even catastrophe [26 - 30]. Account hijacking
happens when an attacker use stolen credential
of customers to access to respective accounts,
data or computing services, attack methods are
phishing, fraud or use software vulnerabilities [26
- 30]. Application Programming Interfaces are
connections between users and cloud providers,
API must be designed secure enough otherwise
risks will happen [26 - 30]. Denial of service
is type of attack when huge amount of requests
are sent to cloud server by attackers to consume
server’s resource such as disk space, bandwidth,
and processor power... to prevent cloud server
response to legal request from regular custom-
ers. Malicious insiders happen when malicious
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person (current of previous employee, contractor,
third party service providers, business partner...)
access to the cloud’s data, network or system to
do things that can cause negative effect to the
confidentiality, integrity, availability of sensitive
cloud’s data [26, 30]. Abuse of cloud services hap-
pen when cloud users use cloud resources to do
illegal things to other cloud users or providers [27,
30]. The concern of due diligence is companies or
users before moving to cloud lack knowledge of
risks associated with cloud and cloud’s technol-
ogy environment [26 - 30]. Cloud computing use
sharing technology and multi-tenant architecture
and it is hard to build a strong isolated property
model, especially with components such as CPU
and GPU, this can lead to vulnerabilities of shared
technology [26 - 30]. When resource such as CPU
are shared between many cloud users then in some
cases, sensitive data of a user can be exploited by
other users who use the same cloud [31]. Kazim
and Zhu [27] group these security issues to three
groups, data security group contains data breaches
and data loss, network security group contains
account hijacking, denial of service and cloud
environment security contains insecure APIs,
malicious insiders, abuse of cloud services, insuf-
ficient due diligence, shared technology issues.
Report of CSA in 2016 adds three more security
concerns which are insufficient identify, credential
and access management, system vulnerabilities
and advanced persistent threat [30].

There are also more security problems with
the cloud. Some authors mentioned about security
issues that related to service models (IaaS, PaaS,
and SaaS) of cloud [32 - 34]. The issues of [aaS are
mostly related to virtual technology such as virtual
machine image sharing, virtual machine isolation,
virtual machine escape, virtual machine migration,
virtual machine rollback, virtual machine sprawl,
hypervisor security ..., the security problems of
PaaS are SOA related security issues, the security
problems of SaaS are data security, application
security [32 - 34]. From all these security issues,
virtualization security is one of the most serious

one because virtualization technology is critical
technology of the cloud [26, 32, 35, 36].

CONCLUSIONS

Cloud computing is a very attractive technol-
ogy for developing, because it has many advan-
tages. Cloud computing can transfer from capital
expense to operational expense so that cloud pro-
viders will save costs, this architecture also can
save costs for customers because they only has
to pay for what they use and this model is called
pay-as-you-go. Resources of cloud computing are
very elastic, resources can be provided to users
when they demand and can be disposed when
they do not demand. Resource pooling is another
advantage of cloud computing, all resources are
shared between users by a homogeneous infra-
structure. Through cloud computing, human
interaction between customers and cloud provid-
ers is not necessary, users can contact with cloud
providers by web portal or management interface,
this new infrastructure is self-service information
technology infrastructure. With the assist of cloud
computing, service can be measured correctly
although many customers use same service.

However, there are still some challenges with
cloud computing. Availability of service is the
first issues, many big providers of cloud com-
puting like Amazon, Windows and Google now
struggle with this problem, because all of them
are experienced with out of service time of their
‘cloud’ and if outages will make huge problems
for cloud’s customers. Data lock-in is another
issue; customers will have many difficulties to
transfer data, applications from one cloud to other
clouds of other cloud providers. In cloud comput-
ing, data will be stored at different locations and
it will cause many problems related to storing
and transferring data, this challenge is called data
transfer bottlenecks. All customers or organiza-
tions which share same cloud will have same
reputation and all customers, organizations will
have problems if one of them do illegal things, this
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affair prevent development of cloud computing,
many corporations dare not using cloud comput-
ing. Software companies which made commercial
software also need to change their licensing to
adapt with the cloud. Last but not least, security
is a big problem with cloud computing.
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